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1. Introduction 

Ethernet can carry many types of telegram.  When connecting a system together, it is often necessary 
to monitor the telegram traffic and see how the available bandwidth is being used.  This is especially 
true when a real-time automation system is using Ethernet for part of its real-time functionality.  
Effects such as collisions, re-tries, acknowledge and handshake cycles all have an effect on the 
overall performance of the network. 

This document describes how to set up an Ethernet Monitor using the free-to-download package 
“WireShark”. 

2. Equipment 

The following equipment is required. 

2.1. WireShark 

Download Wireshark from http://www.wireshark.org/ 

Install the package on a suitable Windows PC.  (The PC must have at least one Ethernet port) 

2.2. Semi-managed Ethernet Switch 

Modbus TCP uses TCP/IP telegrams which have a defined source and defined destination IP_Address.  
A standard Ethernet Switch will not pass these telegrams to the other ports on the switch.  Therefore 
a managed or partly managed switch is needed which can set up one port to be a “mirror port” to re-
transmit all telegrams received on the other ports. 

An example of such a switch is the NetGear ProSafe Plus GS105E.  This comes with software which 
allows the user to set up special features such as mirror ports. 

An alternative to a managed switch is to use a plain Hub.  A Hub is a dumb device which re-transmits 
all telegrams to all ports.  Unfortunately Hubs are very rare and are not found on the market any 
more. 

3. Set-up the switch 

The set up shown here refers to the Netgear GS105E.  Other managed and semi-managed switches 
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will have a similar set up procedure. 

3.1. Install the software 

Install the switch management software on a PC.  In the case of the Netgear GS105E, this is called 
NETGEAR UM+ Utility. 

3.2. Set up the mirror port 

Run the management software and follow the procedure in the operation manual for the switch. 

In the case of the Netgear GS105E this is: 

3.2.1. Port Mirroring 

Port mirroring allows a port to see the data on another port. 

To have a switch port see the data on another port: 

1. Select System > Status, and select the switch. 

2. Select Monitoring > Mirroring. The Mirroring page will display 

3. Enable Mirroring. 

4. Select the Source Port or ports. 

5. Select the Destination Port from the pull down list and click Apply. Data on the source port 
will now also be routed to the destination port. 

3.2.2. Screenshot 
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4. Run Wireshark 

4.1. Connections 

Connect the mirror port of the Switch to the PC which will run Wireshark. 

Connect one of the other ports to the Modbus master. 

Connect one of the other ports to the Modbus slave. 

 

4.2. Launch Wireshark 

Launch Wireshark and select the Ethernet Port on the PC which is connected to the Switch. 

 

In the above example, Broadcom NetXtreme is connected to the switch. 

Mirror port 

Wireshark PC 

Modbus Master 

Modbus Slave 
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4.3. Start monitoring 

As soon as the Ethernet port is selected, the Wireshark will begin to monitor the Ethernet data. 

 

The monitoring can be paused or stopped with the buttons at the top of the window. 

4.4. Save captured data 

When enough data has been captured, stop the monitor and save the log to a Wireshark capture file. 

This file can be sent to Trio for analysis if requested. 

5. Loading previously saved files 

A file saved from a previous monitoring session can be loaded into Wireshark for analysis. 

Wireshark recognises the telegram types and provides a clear display of the telegram sequence.  Any 
re-transmissions, timeouts and other potential errors are highlighted. 
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A typical Modbus communication sequence between a PLC and a MC464. 


